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1.

Business Challenges

Organisations today operate in the age of virtual enterprise, where communications and exchange of data with 
customers, employees, partners and suppliers in an elaborated collaborative chain stretches beyond traditional 
business boundaries.

Such a dynamic framework demands open access to business systems and data for all parties involved. The challenge 
faced by the organisations lies in controlling the way critical corporate information assets are accessed and shared while 
delivering high service level affordably.

This is where identity management can play a crucial role. Identity management involves identifying individuals within 
an enterprise network and controlling their access to information and applications in that network.

An effective identity management solution will enable an organisation to achieve the levels of integration, security, 
service and streamlined operations that the virtual enterprise demands. It also helps the organisation to address the 
challenges of regulatory compliance.
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Our Solution Offerings:

Our solution is a suite of best-of-breed solutions:

Identity Manager•	

Single point of security administration -  provisioning ––
and password management

Identities and rights based on roles - profile ––
management and identity synchronisation

Access Manager•	

Single access control point - access control––

Single sign-on   ––

Risk manager•	

Improving security by integrating management ––
of events



Key Highlights

Provisioning of new users and Managing productivity•	

De-provisioning of users •	

Ensure compliance with corporate and legistrative •	
security policies

Automate processes for granting/revoking access to •	
IT resources

Key Features 

Implementation services

BT Frontline professional services work with you to 
customise the above solution to fit your business objective. 
Our consultants review your existing IT environment 
and security policies to create detailed requirements 
specifications specifying how BT Frontline will configure the 
identity management solution. This includes the plans for 
implementation and configuration of identity manager, access 
manager, risk manager and compliance manager.  After the 
implementation is completed, BT Frontline consultants will 
conduct performance and validation testing to ensure that 
the security policies conform to the documented design. BT 
Frontline then provides the identity management solution 
overview and skills transfer to your system administrators 
or operators. You will also receive an operational runbook 
describing basic operating procedures.

BT Frontline also provides customised adaptors for integrating 
the identity management solution to your applications. BT 
Frontline utilizes the best practices to configure the system for 
maximum potential, helping you achieve the fastest time to 
production with reduced costs.

Activities and deliverables

Project kickoff meeting to establish the goals, schedules for the 
implementation

Provides identity management design consulting •	
to maximize the enterprise security and 
regulatory compliance

Pre-planning and project kickoff•	

Review and mapping of enterprise security policies to •	
our solution

Document the requirements specification with detailed •	
statement of works

Customised test procedure plan•	

Installation and configuration of identity manager, access •	
manager, risk manager and compliance manager

Verify against documented test procedure plan to ensure •	
conformance to the configuration design

Provide configuration specific runbook and •	
configuration reports

Knowledge transfer of our identity management solution •	
capabilities and operational procedures

Conduct operational handover, with formal review of the •	
project including the issues and implementation reports

For more information, please contact our sales hotline at 
(65) 6490 4884 or email, sales@frontline.com.sg.
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Our Solution Offerings continued

Firewalls, IDS, Web servers and OS––

Reduce the operating costs and hence improve 	––
operational efficiency

Compliance Manager•	

Scan the enterprise for compliance for policies––

Assist in complying with legislative and ––
governmental standards
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